
This brochure is based on previously published experiences. Always 

remember: criminal trials are not an individual matter, but concern the I aa tielerrehone soriSetin ace D aq [| n g W l { h D N A 

in Practice 
Hey tell me, how did your trial actually 

go? I've also just received mail for 

DNA collection and I’m a bit worried. 

Do you have tips? We are certainly 

not the only ones affected by this data 

collection frenzy! 

Prevention 
Destruction 
Collection 
Storage 
Use 
In criminal proceedings, in court and afterwards 
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Dear reader, 

Avoiding leaving fingerprints or walking through a surveillance 
camera's field of view is something we already know. Or at least it 
seems self-evident to us. 

In recent years, however, DNA analysis has become increasingly 
important in political investigations. Police are collecting more and 
more DNA traces from crime scenes and suspects. Thanks to 
improved techniques, even small traces can now provide information 
about people. Sometimes a DNA trace is decisive for a conviction in 
court. 

All of this raises questions that we want to address, at least in part, in 
this comic. Where is DNA found to begin with, and how does it get 
there? What is appropriate during actions or when repression is 
imminent? We want to become more confident in dealing with DNA 
in actions and criminal cases. 

Have fun, see you in the streets! 

Deletion and appeal deadlines 
If you have been informed that your DNA 
has been stored, you can first submit a request 

for deletion to the police. If this is 
unsuccessful, it is possible to apply for a 
"court decision" against the refusal in 
accordance with §98, paragraph 2, sentence 
2 StPO, during which the three conditions 
for storage will be examined by a judge (see 
reclassification, page 25). You should seek 
legal advice for such a request, as even the 

decision of the appropriate court can cause 
problems. If the application is successful, the 
DNA must be deleted by the police. 

In addition to the absence of the three 
prerequisites, there is another reason for 

deletion: if you have been acquitted by a final 

court decision in the case your DNA was 

collected for, or if the case has only been 

provisionally discontinued, further 
processing of your data is not permitted as 
per §18, paragraph 5 of the Federal 
Criminal Police Office Act (BKAG). This 
means that the DNA identification sample 
must be deleted. 

If the storage of the DNA is not contested, 

a “segregation review” for adults takes 

place after ten years. However, this review 
period is extended if further storage 

targeting you is carried out in the 

meantime. After the end of this period, the 
storing authority only has to check whether 
there is still a reason to store data. 
Therefore, there is no automatic deletion. 

Confirmation of deletion through a new 
request 

Since you cannot rely on the police, if you 
have given DNA, you should regularly 
submit a request for information (e.g. via 
the project of the Roten Hilfe: 
datenschmutz.de), and ask whether your 

DNA is (still) stored. 

Further reading 
- “Strategies for Countering Police Access to DNA 

Data” (“Der polizeiliche Zugriff auf DNA-Daten: Strategien 

der Gegenwehr’), Gen-Ethisches Netzwerk, notrace.how/ 

resources/#strategies-dna. 

i Flyer “Hausdurchsuchung. Was tun?”, Rote Hilfe, rote- 

hilfe.de/rechtshilfetipps/hausdurchsuchung (in German). 

y Flyer “Um Haaresbreite (DNA-Entnahme)”, Rote Hilfe, 

rote-hilfe.de/rechtshilfetipps/dna-entnahme (in German). 

[No Trace Project note: We also recommend “DNA You 

Say? Burn Everything to Burn Longer: A Guide to Leaving 

No Traces”, notrace.how/resources/#dna-you-say, ] al



Acquittal. When in doubt, give the In court 

defendant the benefit of the doubt! 

| Hey, leave it. 

e I'll explain later. 

Okay, as 

e you Say. 

Say, are there actually 

ways to delete my DNA 

from the database? 

At the anti-fascist demonstration... 

You were wearing the same gloves you've 

been wearing for weeks. The cops have 

gotten into the habit of checking thrown 

rocks for DNA traces. 

A few months later 

| didn't want to leave 
fingerprints on the 

rock. Isn’t that 

enough? 

That's good, but 

you're still spreading 

your DNA all over the 

rock with the glove. 

F rnrcwing rocks is 
great, but better 

without DNA! 

be f 

...back home 9 



What is DNA, anyway? 

You may have heard the complicated 
word before: deoxyribonucleic acid— 
DNA. The A in DNA stands for acid. 
DNA is like a blueprint for cells. This 
blueprint is in every cell and contains 
unique information about how the body 
develops and functions. If the remains 
of human cells are recovered, they can 
be used to determine who left them (e.g. 
at crime scenes). 

The blueprint contains individual 
building blocks called nucleotides. 
‘These are strung together to form long 
chains. DNA molecules consist of two 
such chains wrapped around each other. 
These two chains, called DNA strands, 
are held together by bases on one strand 
joining with bases on another strand. 
‘The base pairs form the rungs of these 
“ladders”, and individual sections are 
called DNA strands or DNA sequences. 
This is where the genetic information of 
a cell is stored. 
According to the current state of 
science, not every single section of 
DNA contains information about the 
human being, or at least this 
information is not yet “readable”. 
Sections that we can associate with 
certain characteristics of a human being 
are called “genes” or coding sections of 
DNA. 
The non-coding sections of DNA are 
crucial for DNA analysis: non-coding 
sections of DNA are not genes, but 
DNA that lies between the genes. These 
contain the blueprints for proteins. They 
are interspersed with a series of “short 
tandem repeats” (STR). 
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| 

‘These are repeats of DNA sequences 
that occur in short succession, and the 
number of different repeats (repeat 
motifs) is used to distinguish the DNA 
of different people. A complete DNA 
trace is made up of several repeats, each 
with a specific value. A partial trace (on 
an object, for example) has only a few 
repeats. 

An example from court: Person A and 
B touched a stone. Person C throws it 
against a building, and the stone is 
subsequently analyzed for DNA traces. 
Partial traces from person A, B, and C 
may remain on the stone. This 
complicates the comparison with 
complete DNA samples (which may be 
stored in databases), because then only 
partial matches are likely. 
How close these matches must be to be 
legally significant is a matter of debate. 
‘The reasoning is as follows: 
First of all, it is not possible to know 
when the traces got on the stone. 
However, if person A had sweaty 
hands and therefore left particularly 
intense traces on the stone, there may 
be many repeats with values that match 
person A, i.e. the majority of the DNA 
is from them. Person A has nothing to 
do with throwing the stone, but is still 
prosecuted. 
Keep in mind that in order to match 
such traces on objects to complete 
samples, the authorities must first 
obtain those complete samples (e.g. 
through DNA collection). 

Strategies for the use of DNA evidence 
In order to use DNA in court, an expert 
is appointed to analyze the collected 
DNA and compare it to the trace DNA 
profiles. The expert makes a statement 
about how probable it is that the personal 
DNA profile and a trace DNA profile 
come from the same person. But 
probabilities are not certainties. A “hit” 
does not mean a conviction! 

Differences in the calculation can occur 
due to the “comparison groups” that are 
used as a basis. Trace DNA profiles can 
occur with different frequency in the 
population (e.g. regionally specific) and 
reduce the probability that it was exactly 
YOU who left this trace DNA profile 
there. 

When comparing the two DNA profiles, 
the condition of the trace DNA profile 
is also important. It may be partial or 
contaminated with traces of other people 
(this is called a mixed profile)/7/. There 
are different calculation methods that 
account for these uncertainties. In court, 
it can be disputed whether the expert has 
chosen the correct calculation method. 
For example, a probability calculation 
must take into account how many other 
people could have contaminated the 
DNA trace found at the crime scene. A 
DNA trace on the door handle of a 
public washroom is therefore more 
difficult to use in court than a DNA trace 
on the door handle of an apartment. 

In addition, the link between the DNA 
trace and the crime must not be 
overlooked. For example, if DNA from 
the defendant’s DNA is found on a 
door handle at the scene of the crime, 
this does not tell us whether the 
defendant left the DNA there at the 
time of the crime (or at another time). 
A defense argument is often the reality 
of “secondary transfer.” Often, DNA 
from others remains on a person. For 
example, if person A shakes hands with 
person B and person B touches a stone 
afterwards, person A's DNA may be on 
the stone even though person A never 
touched the stone/2/. 

It is therefore worth looking into both 
the DNA expert opinion and the link 
between DNA and the crime. You 
should consult a specialized lawyer for 
this. 

[1] Cf. page 10; also a case of the Federal 
Supreme Court from 2019 (BGH 4 StR 

318/19, ruling of November 20, 2019). 

[2] The Federal Court of Justice dealt with such 
a case of secondary transfer, for example, in 

2016 (BGH 1 StR 409/15, ruling of February 
18, 2016). 
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DNA in court 

DNA analysis is science, and 

science always works with 

uncertainty. In this case, there 

is only a residual DNA trace on 

the cap, 

and that is not enough in terms 

of probability. Besides, the cap at 

the crime scene is only 

circumstantial evidence! It does not 

prove a connection to anything 

being thrown, 

but only that someone 

dropped my client's 

cap there at some 

point. 
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We always leave DNA 

It is often difficult to avoid 

leaving DNA-containing 

biological material behind. 

Hair and especially 

the hair root 

Saliva 

DNA traces can be extracted 

from barely visible amounts of 

blood, saliva, skin flakes and 

hair roots. Skin flakes 



Where is DNA easily detected? a ae 

On rough surfaces and on _ 
: y p 

the footage. But there is probably a match with 

anything that has been in your DNA. However, they have nothing but a hat! 
contact with your blood and | suspect that the charges will be dismissed—the 

saliva, but also in urine. evidence is pretty weak. 

Cigarette butts 

Bottles 

Yes, it does. Besides, they've been 

really pissing us off and | want to try 

to get my DNA out of the database. 

Well, we could try 

for an acquittal 

Dismissed Through the campaign we have given the state of 

charges sounds created a small platform for a the evidence? 

good to me! political statement! 

Handkerchiefs 

y, All kinds of handles 

Objects which you’ve 

made physical 

contact with can carry 

traces: toothbrushes, 

doorknobs, hats, 

gloves, cigarette 

butts, and even rocks. 

! 



‘The requirements (described in §81g, 
paragraph 1) are as follows: 

1. Crime: the current case against you 
must be for a crime of significant 
importance OR you must be suspected 
of having repeatedly committed the 
same crime AND 

2. Negative prognosis: this means that 
due to the crime itself, your personality 
or other findings, it can be assumed that 
you will be prosecuted for crimes of 
considerable importance in the future. 

3. Necessity: These must be crimes that 
typically involve DNA being found. 

This is called “reclassification” because 
the personal DNA profile, which was 
originally taken only to solve the current 
criminal case, is dedicated to future 
criminal proceedings by being stored in 
the database. 

If such a reclassification occurs, you 
should be notified immediately in 
writing by the police. 

The DNA Analysis File (DAD) of the 
Federal Criminal Police Office (BKA) 
The database for the storage of DNA 
profiles is maintained by the BKA. 
However, the various state police forces 
(e.g. LKA Berlin) decide which DNA 
identification samples are stored and 
deleted in this database, as per §29, 
paragraph 5 of the Federal Criminal 
Police Act (BKAG). In principle, the 
German police and, to a limited extent, 
European police forces have access to 
this police database. 
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‘The basis for the exchange of DNA data, 
fingerprint data and vehicle registration 
data within Europe is the Priim Treaty 
(officially: “Treaty on the increase of 
cross-border cooperation, particularly in 
combating terrorism, cross-border crime 
and illegal migration”). Currently, 13 
European countries are part of this 
agreement. When the German police 
enter a trace DNA profile into their 
database system (e.g. POLIKS in Berlin), 
the system also accesses the databases of 
the Priim Treaty countries. The German 
police will then only receive “one hit.” For 
further information, e.g. about the person 

and the circumstances of the storage in 
the other treaty country, the police must 
contact the respective authorities of the 
storing country by means of a request for 
legal assistance. 
This database contains both personal 
DNA profiles and trace DNA profiles, 
which can also be compared with each 
other. Of relevance: 

As of March 2020, 
more than 1,200,000 

records were stored in 
the DAD, including 

approximately 870,000 
personal entries and 

approximately 358,000 
trace entries of 

unidentified offenders. 

Where is DNA searched for? 
Traces more likely near the edge 
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Traces more likely on the handle 

Mixed traces 
Where there are many 

different DNA traces (e.g. on 

a door handle), it is not as 

easy to detect traces that 

can be individualized. 

The smoother the surface, 

the less the DNA will stick. 

Wiping will only help on 

extremely smooth surfaces. 

Traces more likely at the knot 


